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This document describes the CloudPassage Halo Event Connector and explains how you can configure the
connector to import Halo event data into Sumo Logic’s Cloud Service.

Prerequisites

To get started, you must have the following privileges and software resources:

e Anactive CloudPassage Halo subscription. If you don't have one, Register for CloudPassage to receive
your credentials and further instructions by email.

e Access to your CloudPassage APl key. Best practice is to create a new read-only key specifically for use
with this script.

e Python 2.6 or later. You can download Python from here.
e Access to Sumo Logic’s Cloud Service. You can sign up for Sumo Logic’s Cloud Service by going here.

e Access toacomputer running a Sumo collector sending data to your Sumo Logic Cloud Service
account. See here for instructions on how to install and configure a Sumo Logic Collector.

e The Event Connector script (haloEvents.py)andits associated files.

Note: The Event Connector makes calls to the CloudPassage Events API, which is available to all Halo
subscribers at all levels (including Basic). Many other parts of the CloudPassage API are available
only to Halo users with a NetSec or Professional subscription; if you want to use those parts of the
API, you can upgrade your subscription on the Manage Subscription page of the Halo Portal.

How the Connector Works

The purpose of the Halo Event Connector is to retrieve event data from a CloudPassage Halo account and
import it into an external tool—such as Sumo Logic or Splunk Enterprise—for indexing or processing. The
Connector is a Python script that is designed to execute repeatedly, keeping the external tool up-to-date
with Halo events as time passes and new events occur:
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e  The first time the Connector runs, it by default retrieves all logged events from a single Halo account.
Then the Connector creates a file, writes the timestamp of the last-retrieved event in it, and saves it in
the current directory. However:

o You can specify up to five Halo accounts to extract events from simultaneously.

o Instead of retrieving all events when the script runs the first time, you can retrieve only events
after a certain point by using the --starting=datetime command-line option.

o You can store the timestamp in a directory of your choice by specifying it in the
--configdir=dirname command-line option.

e Every subsequent time it runs, the Connector retrieves only those events that were created after the
timestamp stored in the file. At the end of the run, the script updates the file with the timestamp of
the last-retrieved event during that run.

Note: The --starting=datetime option applies only the first time that you run the script. Each
subsequent execution starts from the timestamp of the last-retrieved event.

e During any script run, if no new events have occurred since the last run, no events are retrieved or
imported into the external tool.

Output formats. The Event Connector receives event data from Halo in Halo's native JSON format. The
Connector supports emitting the event data in several formats:

e JSON (the default): standard JSON format, with a line return after each event description.

e  syslog: standard syslog format (bitmask string, where bitmask defines the event's facility (default =
USER) and priority (default = INFO)), sent to the local syslog daemon.

e  key-value pairs: Space-separated pairs in the form at t ribute=value, saved to a file or sent to
standard output (terminal).

Command line arguments. In Python, you execute the Connector script with a command like this:
$ haloEvents.py arguments

To view the set of supported command-line arguments, launch the script with the argument -2 or -h to
view the usage page. These are the arguments:

-? Print the usage page.
--auth=filename Full pathname to the file that holds the Halo API key info.
--starting=datetime Start retrieving events from this (IS0-8601) date-time. (Applies to

initial script run only.)

--configdir=dirname Full pathname to directory holding the timestamp of the last-
retrieved event.

--jsonfile=filename Save the output (in JSON format) to the path £ilename.
--kvfile=filename Save the output (in key-value format) to the path £i lename.
--kv Save the output (in key-value format) to standard output
--txtsyslog Send the output (in format "value1 value2 ...valueN") to syslog.
--kvsyslog Send the output (in key-value format) to syslog.
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Note: The default event-output format is JSON to standard output (terminal).

Authentication to the Halo API. Halo requires the Connector to pass both the key ID and secret key values
for a valid Halo APl key in order to obtain the event data. You pass those values in a file named by default
haloEvents.auth, located in the same directory as haloEvents. py and its associated script files.
The format for the file is described in Section A.

Alternatively, you can pass those values in a different file by specifying the full path to the file in the --
auth=filename option.

Output to a file. Whenever it writes event data to a disk file, the Connector appends the new data to the
end of any existing data in the file.

Platform support. The Event Connector runs on both Linux and Windows operating systems.

A. Retrieve and Save your CloudPassage API Key

The Connector retrieves events from your CloudPassage Halo account by making calls to the CloudPassage
API. The API requires the script to authenticate itself during every session; therefore, you need to make
your CloudPassage API Key available to the script.

To retrieve your CloudPassage APl key, log into the CloudPassage Portal and navigate to Settings > Site
Administration and click the API Keys tab. (If you haven't generated an APl key yet, do so by clicking Add
New Key.)

Users APl Keys Daemon Settings Advanced Settings Email Preferences Beta Features

API Keys

Your company's private APl keys for CloudPassage Halo are listed below. You can generate Read Only or Full Access keys in order to
Halo. Please see the APl documentation for instructions on how to authenticate to the API.

Keep your APl keys confidential. If you think a key has been compromised, delete it and add a new one.

Key Label D Secret Key Permission Created
Add New Key Click here to generate
a new APl key

If you do create an AP key, we recommend that, as a best practice, you create a read-only key. A read-only
key is all that you need to be able to retrieve Halo event data.

Create a New APl Key x
Name Key for streaming events to Sumo Logic
D Will be generated on save
Secret Will be generated on save
Permission Read Only e
Save Cancel
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You will need to retrieve both the Key ID and the Secret Key values for the API key. Click Show for your
key on the API Keys tab to display both values.

Key Label 1D Secret Key Permission Created
Key for streaming events to Sumo Logic fBBfec2c Read Only 12/27/12012
Add New Key
Click here o see the seeret
part of the APl key
~ APIKey Detall x
Key Label Key for streaming events to Sumo Logic
Key ID fBBfec2c
Secret Key 6b241204eb0d6aecbd3e127f9a31e54f

Copy the ID and the secret into a text file so that it contains just one line, with the key ID and the secret
separated by a vertical bar ("]"):

your_key_id|your_secret_key

Note: If you want to stream events from multiple Halo accounts, add one additional line to this file for
each account, containing the account's key ID and secret key formatted as above.

Save the fileas haloEvents.auth (or any other name, if you will be using the --auth command option).
You will need this authentication file to run the Connector (in Section B and Section C).

B. Test the Connector Standalone

We recommend that you execute the Connector script standalone first, to get familiar with the different
input switches and output formats it supports. Then you can choose the options that best suit your needs in
Sumo Logic.

1. Place all of the script-related files in the same directory. That is:
o haloEvents.py
o cpapi.pyandcputils.py
o remote syslog.py (if you are running on Windows and you want to generate syslog output)

o haloEvents.auth (unless you will use the -—auth command option, in which case the
authentication file can be anywhere.)

2. Setenvironment variables as necessary:
On Linux:

o Include the full path to the Python interpreter in the PATH environment variable.
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[root@ip-10-253-21-19 ~]# echo $PATH

/usr/kerberos/sbin: /usr/kerberos/bin:/home/ec2/bin:/usr/local/sbin:/usr/local/binj/sbin:
[root@ip-10-253-21-19 ~]# which python

Susr/local/bin/python

[root@ip-10-253-21-19 ~]# I

On Windows:
o  Setthe variable PATH to include the location of haloEvents. py and the Python interpreter.

o  Setthe variable PYTHONPATH to include the location of the Python libraries and the Python

interpreter.
Environment Variables £
Edit Sysfm Variable -
Yariable name: [ FYTHONPATH |
Variable walue: | g Puthonz7ilibs |
K, | | Cancel |

3. Launch the Connector from that directory, with a command like this:
$ haloEvents.py

Since the arguments are defaulted, you should soon see JSON-formatted event values streaming to
output. You may want to abort execution if your Halo account has accumulated a large number of
events.

4. Runthe script a few more times, experimenting with arguments to save output to a file, or to produce
other output formats. (A syslog daemon must be running if you want to output syslog format. On
Linux systems, the syslog daemon typically stores the data at /var/log/messages.)

C. Set Up and Activate the Connector in Sumo Logic

The main purpose of the Halo Event Connector when integrated into a tool such as Sumo Logic is to feed
event data to that tool. In the case of Sumo Logic, once it receives the data, it transforms it into a series of
indexed Sumo Logic events, each consisting of searchable fields.

5. Placeall of these files:
o haloEvents.py
o cpapi.pyandcputils.py
o remote syslog.py (ifyou arerunning on Windows and you want to generate syslog output)
o haloEvents.auth (oritsequivalentinany location, if you are using the ——auth option)
into the desired location on the server.

6. Make sure your PATH environment variable (and PYTHONPATH on Windows) is appropriately set, as
shown in Section B.

On either Linux or Windows, the Connector will emit the default output format (JSON).
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Now log into your Sumo Logic Web Application.

In the Web Application, click the Collectors tab, and then click Add for the Collector you choose.
Choose Add Source from the pop-up menu.

@sumologic e Hello, Apurva (CloudPassage)
e e sumsu-m r—

llanage Collectors and Sources Uparade Collectors % Download Collector  Activate Collector

Collector in which to
add the seript source  Pows Al Collectors | Runring Golleciors | Stopped Collectors  Expand:  All | None ¢ 4 page1 otz * | m

| Name Status  Source Category Sources  Last Hour Messages

¥ Halo Events server I [] 1 None Edit | Delets
===hudd Sourcs

::::‘mms @  habo_svents Add Seript Action | Edit | Delete

# CloudPassage

In the “Select a type of Source” page, select Script for the Source type.

1 Hello, Apurva (CloudPassage;
£ sumologic purva ( ge)
Welcome Search Status Collactors. Users Account
Manage Collectors and Sources Uparade Callectors ' Download Collector  Activate Collector
Collectors and Sources Add a Source to Collector: Halo Events server
Select a type of Scurce: \
- . = Windows :
Local File @ Remote File = Syslo v Script
il;l = yslog : Event Log - P
Collects any file local to the Collects any files on a machine Collects syslog messages Collects Windows Event logs Caollects logs by executing a
Collector except Windows different from the Collector streaming fo a syslog port from a Windows system script at defined intervals.
Event logs host except Windows event
logs

Copyright © 2013 CloudPassage, Inc. 6


https://service.sumologic.com/login.jsp

£ CloudPassage

The “Add a Source to Collector” dialog box opens.

T e ———

Walcome Search Status Collectors Users Account

Manage Collectors and Sources

Collectors and Sources Add a Source to Collector: Halo Events server
Name”  Halo events

Description  This collector runs a script to extract Halo events and ingest them directly

inte Sumo Logic.
P

Source Host

Log category metadata to use later for querying, e.g. OS_Security

Froquency” | Every 5 Minutes j

| Specify a timeout for your command.

Command” | ' rhin/sh |

Script® () Type a path to the script to execute.

@ Type the script to execute.

I fopt/halo/haloEvents.py —-starting=2012-12-12 —kv I

Working Directory

B Advanced

10. Fillin these fields
o Name— Entera name to display for this Source in the Sumo Logic Web Application.

o Frequency —Enter the time in seconds between successive automatic executions of the
Connector. In a production environment, a value for this field between 300 (5 minutes) and 86400
(2 day) might be reasonable, depending on the rate of event production from Halo and the
desired immediacy of reporting in Sumo Logic.

o Source Category —Enter any information you'd like to include in the metadata. For example,
entering say, "halo_events" will allow you to search for all indexed Halo events in Sumo Logic by
typing _sourceCategory = “halo_events” in the search page.
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o Command—Select /bin/ sh for this. Note: Even though the Connector script is written in
Python, don't select /usr/bin/python from the list.

o  Script— Enter the full path to haloEvents.py. Also, add any command-line parameters that
you want to use when executing the script. For example:

/opt/halo/haloEvents.py --starting=2012-12-12 —kv
Note: It is imperative that you select Type the script to execute and enter the information there.
11. Click Save.

When the Web Application has finished adding the new data source, it returns you to the Collectors tab,
where the newly added Script source is listed.

Hello, Apurva (CloudPassage)

B sumologic

Welcome Search Status Collectors Users Account

Nuwber of Halo events ingested info
Sumo Logic by the seript source

Upagrade Collectors & Download Collector - Activate Collector

Manage Collectors and Sources

Show: All Collactors | Running Collectors | Stopped Collectors  Expand:  All | None ¢ \ 1 < ofz | » | » |

Page: |1

Name Status  Source Category Sources  Last Hour Messages
|
+ Halo Events server [] 9 L Add... | Edit | Delste
Halo events "
° nalo_events Edt | Delete

You're done! The Halo Event Connector is now automatically providing events to Sumo Logic for indexing
and searching.

D. View Halo Events in Sumo Logic

It may take up to 10 minutes or more to see your first results, but once the Connector has run successfully
and has incorporated the data into Sumo Logic, you will see Halo events such as the following appear in
your Sumo Logic searches:

SUmDIOgiC Hello, Apurva (CloudPassage) Help | Sign out
18327
Welcome || Search || Status || Collectors || Users | Account Dashboards |
Unnamed Search +
Search for Halo events using the “halo_events"
n:{\_SmmacégeEanal‘Levems b,/ category we created when defining the seript source Last 24 Hours Q@ sar

Saved searches: Cpen | Save As Cancel | Pause

OX08/2013 10:00:00 AM 031082013 12:38:36 PM

R
)

1

10:15 AM 10:30 AM 10:45 AM 11:00 AM 11115 AM 11:30 AM 11:45 AM 1200 PM 1215 PM 1230 PM

¥ Status: Gathering results Elapsed time: 00:00:52 Results: 2 Session: 6738EBDICB1B21EC

Mossages
#  Time Message
1 030812013 name="Halo logout" created_at="2013-03-08T08:05:29.4258402" critical="False" actor_ip_address="! " acter_username="vendorIntegrations"
11:05:29.425 message="Halo user wendorIntegrations logged out of the Halo Portal from IP address (USA)." actor_country="USA"
Host: sume-test v  Name: Halo events Catagory: halo_events v
2 03082013 name="Halo login success" created_at="2013-03-08T07:49:13.6604952" critical="False" actor_ip_address="7" "7 "7 "“" actor_username="vendorIntegrations"
10:49:13.669 message="Halo user vendorIntegrations logged into the Halo Portal from IP address (USA)." actor_country="USA"

Host: sumo-test v  Name: Halo events Category: halo_events v
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